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PURPOSE OF THE DOCUMENT
Provide a minimum connectivity and infrastructure framework document in order to achieve a viable disaster recovery solution for System Operators (SO).
AUDIENCE:
SO’s separated in two categories:
· Category A – SO who achieve more than 1 million transactions per month

· Category B – SO who achieve less than 1 million transactions per month

OVERVIEW OF PROPOSED DISASTER RECOVERY SOLUTION
A high availability, multi layered secure and scalable network and server infrastructure, distributed over two locations for Category A SO’s, automated failover within a single site for Category B SO’s.

TELECOMMUNICATIONS
· Telecommunications infrastructure (dual provider)
· Telkom

· Neotel

· MTN

· Vodacom
Listed above are the more well known and wide spread providers in the telecommunications space, which should allow for easier installation dependent on location.
Dual providers will allow for a cheaper alternative to the platinum SLA solution, yet allow route diversity.

Networks Category A – Across Dual sites
· Dual provider entry/exit.

· Dual routers for redundancy.

· Dual switches for redundancy.

· Dual firewalls for redundancy.

· Remove any single point of failure.
Networks Category B – Single site
· Dual provider entry/exit.

· Dual routers for redundancy.

· Dual switches for redundancy.

· Dual firewalls for redundancy.

· Remove any single point of failure.

INFRASTRUCTURE:
Servers – Category A
· Servers enabled with automated failover (cluster)
· Replication between sites

· Dual network cards teamed to alternate switches
· High availability servers which include RAID 5, dual power supplies, dual network cards
Backup – Category A
· Backup environment
· Replication between sites

· Backup critical data and OS

· Backup to tape

· Send tape off site

Servers – Category B

· Servers enabled with automated failover (cluster)

· Dual network cards teamed to alternate switches

· High availability servers which include RAID 5, dual power supplies, dual network cards

Backup – Category B

· Backup environment

· Backup critical data and OS

· Backup to tape

· Send tape off site

COMMUNICATIONS LINKS:
· Clients will ensure adequate service level agreements are in place with the Communications Providers
· Dual lines from clients’ site to SO primary site
· Dual lines from clients’ site to SO secondary site
· Line capacity not to exceed 2MB

· Lines must be split across dual telecom providers, or, full route redundancy must be catered for by the provider.
· Lines are to be split across separate routers to cater for device failure.

FAILOVER:
· HSRP to be enabled on critical and client facing network equipment, for example routers and switches, with firewall failover enabled.

· Router HSRP to provide protocol tracking to ensure successful failover

MONITORING:
· IP SLA to be enabled across the links for monitoring purposes

· IP Addressing for the WAN links to be provided by the client with a /30 mask

· Clients required to monitor link status as well and report faults to the relevant service provider for further action

DR TESTING:
· DR Testing to be completed bi-annually

· Distance of second site to conform to SARB banking recommendations

· Link failover to be tested with each DR test

· Device failover to be tested with each DR test

IP ADDRESSING:
· Clients must supply Public IP addresses to use on Wide Area Network links and to access servers
· Public IP addresses must be registered to clients

· IP Addressing limited to IPv4

NETWORK HARDWARE:
Clients’ network devices must support encryption.

Minimum Network Connectivity Requirement
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